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Chapter 1- About this document

1. About this document

1.1 Version information

This document provides information on IRIS Focus releases.

Table1 Document versions (English)

Document code

Date

Description

M211904EN-T.3

March 2024

For IRIS Focus 7.3

Added a workaround for an installation issue caused by
a Kubernetes repository being no longer available.

M211904EN-T.2

February 2024

For IRIS Focus 7.3

+ |ssue in the migration/upgrade process from IRIS
Focus release 6.x. to 7.x. At the moment, the
migration process should not be used.

» Correction to documentation: The recommended,
tested OS version is AlmaLinux 8.7.

M211904EN-T.1

January 2024

For IRIS Focus 7.3
Updates to known issues concerning release 7.3.

New additions:

* 2.41 AlmaLinux 8.7 and earlier GPG key issue and
Docker 25.0.0 upgrade issue (--online only)

» 2.4.2 rsw-upgrade fails when importing container
images

» 2.4.3 The webapp fails to start after running rsw-
upgrade

* 2.4.4 The Lightning Threat Zone containers are
running on a radar/lidar only system

Update:
* 7.5 Upgrading IRIS Focus 6.x to RIS Focus 7.x.x

M211904EN-T

December 2023

For IRIS Focus 7.3

* New features
* |ssue of postgres running out of disk space, and
workaround for the issue

1.2 Related documents

Table 2 Related documents

Document code Name

M211850EN IRIS Focus Administrator Guide
M211849EN IRIS Focus User Guide
M212924EN IRIS and RDA Software Installation Guide (M212924EN)
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1.3 Trademarks

Vaisala® and WindCube® are registered trademarks and HydroCIassTM, IRIS" and Total
Lightning Processor  are trademarks of Vaisala Oyij.

Google Chrome' " is a trademark of Google Inc.

Mozilla" and Firefox  are trademarks of the Mozilla Foundation.

Microsoft Edge® is a trademark of Microsoft Corporation in the United States and other
countries.

All other product or company names that may be mentioned in this publication are trade
names, trademarks, or registered trademarks of their respective owners.
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Chapter 2 - IRIS Focus 7.3 release notes

2. IRIS Focus 7.3 release notes

2.1 Release notices

Vaisala is pleased to announce the release of IRIS Focus 7.3.

IRIS Focus supports current Microsoft Edge®, Mozilla Firefox®, and Google Chrome'"
browsers.

Upgrade to IRIS Focus 7.3

You can upgrade to IRIS Focus 7.3 from release 7.1 or 7.2. For upgrade instructions, see
Upgrading IRIS Focus to release 7.3 (page 20).

If you have an IRIS Focus version that is earlier than 7.1, you cannot migrate/upgrade to 7.3;
instead, you need to make a totally new installation of AlmaLinux OS and IRIS Focus
software. The target is to ensure the direct upgrade from 6.x to release 7.4, which is under
development and expected to be released in Q2/2024.

IRIS Analysis server to allow the IRIS Focus server to connect to port 30735. By default,
port 30735 is blocked by the firewall of the IRIS Analysis server. See Corrections and
additions to the documentation (page 10)

0 If IRIS Analysis and IRIS Focus are installed on separate servers, you need to configure the

o You need to determine or set the fully qualified domain name (FQDN) of the IRIS Focus
server before installing the software. See chapter Verify or override the FQDN of your
server in IRIS Focus Administrator Guide.

If your internal network does not support DNS, you will need to include the -—broken-
dns command option when installing IRIS Focus.

If your internal network does support DNS, but the hostname --fqdn command does
not return the correct name for your IRIS Focus server, you will need to include the ——
fgdn FQDN command option where FQDN is the fully qualified domain name of your IRIS
Focus server.

RESTRICTED 7
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Table 3 System requirements

AlmaLinux IRIS Analysis/IRIS Total Lightning Windforge
Radar Processor (TLP)
IRIS Focus 7.3 requires The radar data The lightning data The lidar data
AlmaLinux 8. It has been | visualization features of visualization features of visualization features of
tested against AlmaLinux | IRIS Focus 7.3 require IRIS | IRIS Focus require TLP IRIS Focus require
8.7. Analysis/Radar 8.13.6 or version 1.2.7 or later on Windforge version 3.5.0
later on the same the same network. or later in the same
network. network.

Note that IRIS Analysis
must not be visible to the
public Internet.

2.2 Updates and fixes

New features

* Event groups
This release introduces a new feature called event groups. You can use event groups
when you want to monitor an area for several weather events, but only want to see the
alert for the most important one if several of the events occur at the same time.

o Alert AP/
IRIS Focus now provides an API for sending alerts generated both for technical and
weather events to external systems.

Updates

* Performance improvements have been made so that the time line will update faster.
This is most noticeable for radar sites that have a lot of historical data stored on the
server.
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» Several improvements have been made to improve the performance of the alert
processing engine in IRIS Focus.
Processing data (particularly radar data) for alert detection can be system intensive. In
the case of a complex alert configuration, the system may sometimes be unable to keep
up. When this occurs the delay from the time when data arrives until the time when you
are notified will start to increase. In the prior releases of IRIS Focus, this could result in a
situation where the delay could reach a limit of 20 minutes. Data that was older than 20
minutes was ignored and data within 20 minutes was processed. This could resultin a
perpetual state where data was being dropped and the alerts were always 20 minutes
behind.
With the 7.3 release, using separate threads enables a higher throughput than in prior
releases. In addition, there are changes related to how the system handles the situation
when the alert monitoring configuration is such that the alert engine is unable to keep
up:

« When the alert engine detects that data from a configured area/event combination
is falling too far behind, it now clears all of the pending data to be processed for that
area/event combination. As a result, data gets dropped, but the system is able to
catch up to real-time.

* The default timeout has been reduced from 20 minutes to 2 minutes. The value is
adjustable. The default value was reduced as IRIS Focus now makes use of multiple
threads when processing alerts allowing to do more in parallel than in previous
releases.

There are two new parameters related to the alert engine processing: threads
andflushTimeOut. The flushTimeOut parameter defines the timeout period in
seconds. The threads parameter defines the number of threads to make available for
alert processing. If you have a complex alert configuration, you may need to adjust
these parameters. They can be found in the application. yaml file inthe /etc/
vaisala/radarsw/webapp directory.

* The rsw—tar-logs command has been enhanced to include some more files and
output from system commands to better facilitate troubleshooting IRIS Focus
installation and operation issues.

* The default projection has been changed to Web Mercator instead of azimuthal
equidistant.

* The alert icons and places of interest colors are now omitted during animation. You can
still view the alert icons and place of interest alert states at historical points in time on
the map when the animation is turned off.

Fixes

* 9680: Map tool tip visible on Admin panels.

» 9725: Data manager requires historical data to be loaded time ordered.

* 9769: Alert checks should run in parallel.

« 9776: Missing lightning data when in web mercator projection.
The WebGL features in the OpenLayers 6.5.0 library introduced in IRIS Focus 7.0 had an
issue displaying lightning data near the date line. Users with lightning networks whose
area of coverage spanned the international date line were only able to view lightning
data to the left or right of the date line when the Web Mercator map projection was
used. This issue has been addressed by updating the OpenLayers mapping library to
the 7.4.0 release. Lightning data now appears on both sides of the dateline.

RESTRICTED 9
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* 9787: WMS layers that do not require append time are now properly displayed.

* 9811: Minimum calculation period for the Turbulence product in the Ul sets to 60
seconds.

« 9825: Default data type of lidar sites is now Velocity instead of SNR

2.3 Corrections and additions to the

documentation

* Corrections to IRIS Focus Administrator Guide (M211850EN) concerning the
recommended OS version:

* |RIS Focus 7.3 has been tested with AlmaLinux 8.7. However, it should also work with
other AlmaLinux 8 versions.

* The link in chapter Installing AlmaLinux is incorrect and leads to an AlmaLinux 8.4
package. The correct link is (https:/ftp.sigmet.com/files/releases/AlmaLinux/). Go
to this ftp site and select the desired OS version.

« Addition to chapter Configuring IRIS for IRIS Focus in IRIS Focus Administrator Guide
(M211850EN):
IRIS Focus connects to IRIS Analysis using port 30735. By default, the firewall in the IRIS
Analysis server blocks this port. When IRIS Analysis and IRIS Focus are installed on
separate servers, you need to configure RIS Analysis server to allow the connection to
this port:
a. Log in to the IRIS Analysis server as admin.
b. Run the following commands:

sudo firewall-cmd --add-port=30735/tcp --permanent
sudo firewall-cmd -reload

* Addition to chapter Weather events and alerts in IRIS Focus User Guide (M211849EN).
The query for weather radar alerts goes back 5 minutes, so if you select a time on the
timeline and some of the alerts are more than 5 minutes older than the selected time,
you will not see the alert icons on the map for those products. Choosing an earlier time
within the 5-minute range will make those alerts visible.

2.4 Known issues

g For troubleshooting information, see /RIS Focus Administrator Guide (M211850EN).
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+ 10241: After a migration from 6.x to 7.1, upgrade to 7.3 cannot be done. This is caused by
an issue in the migration process. Consequently, the migration process from 6.x to 7.3
should not be used at the moment. For upgrading from 6.x to 7.3, the only solution
available today is a fresh installation. The target is to support the upgrade /migration
from 6.x to the next release, 7.4, which is expected to be released in Q2/2024. Vaisala
recommends waiting for the 7.4 release before doing an upgrade from 6.x.

* Anunavailable Kubernetes repository causes failure in IRIS Focus installations and
upgrades. For a workaround, see Unavailable Kubernetes repository causes failure
(page 12)

* |IRIS Focus WMS feature works with WMS version 1.1.1 servers. Older or newer versions
of WMS servers are not supported and may be incompatible.

» Currently, the alerting functionality is limited to single radar sites only. Alerts are not
generated for composite sites.

* 5660: The user interface uses UTC as the default timezone. If the user changes the
timezone in the Admin panel, the new timezone is not displayed in the web user
interface.

» 5704: Different radars in a composite can have the same task name but different
sweeps. The composite method uses the sweep ID so it assumes that all the tasks have
the same elevations.

* 6974: Two WMS layers with same layer name causes the application not to respond.

* 9619: Changing turbulence pointing scan configuration does not automatically change
the task name, which may result in a turbulence calculation using several different
configurations. If you change lidar azimuth or elevation angle configuration, use a
different task name for different configurations to separate them from each other. For
example, name them RWY28_1 and RWY28_2. Failure to follow this convention may
cause the turbulence charts to not appear in IRIS Focus.

* 9624: An RTI chart may have a different minimum bin size resolution than a map
product displayed next to it in a Tiles view. Map products show bin sizes no smaller
than 250 m, while the RTI product will show what the sensor is configured to detect.
The 250 m minimum bin size resolution for map products may be more noticeable with
smaller-ranged sensors like lidars.

* 10001 The Cross Section tool does currently not allow drawing freeform curved lines.

* "Anonymous" entries in the user table can occur. User with the Administrator role
can safely remove these entries by logging them out.

* If you have a subscription to the GLD360 layer and have upgraded from a prior release
of IRIS Focus to IRIS Focus 7.3, an update to how time information was appended to
request for external WMS products may cause an issue. To avoid this, login as
administrator and verify in the layer editor that the Time parameter supported
optionis set to every request, and that the Refresh rate is set to something like
900 seconds (15 minutes).

* 10038: Postgres 12 runs out of disk space because of WAL files. By default, Postgres
generates and stores WAL files indefinitely. This can cause IRIS Focus to run out of disk
space. To fix the issue, see Fix for issue 10038: Postgres runs out of disk space
(page 17).
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2.4.1 Unavailable Kubernetes repository causes failure

Starting in early March 2024, a public RPM repository was shut down. This repository was
enabled during the IRIS Focus installation when doing an online install or upgrade. The
shutdown of the repository causes installation failures in IRIS Focus 7.1, 7.2, and 7.3 releases.
However, the Kubernetes tools that had been provided in this repository are not required for
a successful IRIS Focus installation, so there is an easy workaround:

D 1. If you are upgrading from 7.1/7.2 to 7.3: Run the following command to remove the
RPM repository that is no longer available:

/bin/rm -f /etc/yum.repos.d/kubernetes.repo

2. If you are installing IRIS Focus 7.3 (or 7.1 or 7.2): You need to remove two lines that
enable the defunct Kubernetes repository. To do this:

a. Make a backup copy.

b. Run the following sed command from the IRIS Focus release directory:

cp -a k8s/k8s-install.sh k8s/k8s-1install.sh.orig
sed -e '/A run .setup_k8s_repo/,+1d' -i k8s/k8s-install.sh

2.4.2 AlmalLinux 8.7 and earlier GPG key issue and Docker
25.0.0 upgrade issue (--online only)

This only applies to IRIS Focus 7.x.x online install and upgrades when the —-—online
option is used. If your installation is offline and you are using the ——offline option you
do not need to worry about these issues.

The rsw—almalinux-7.3-patch script must be run prior to online installation or
upgrade of IRIS Focus 7.3, 7.2, or 7.1 to address both the AlmaLinux GPG key and Docker
25 incompatibility issues.

The ability to install or upgrade the IRIS Focus 7.3, IRIS Focus 7.2, and IRIS Focus 7.1 releases
is affected by the following events:

* The AlmaLinux website lost their GPG key used for signing packages found in the
public AlmaLinux 8 repositories. AlmaLinux 8.7 and earlier have the old key, and online
package updates of AlmaLinux systems packages are affected since January 17th,
2024,
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* The IRIS Focus installation and some of the configuration files have an issue with
Docker releases starting at the 25 release that occurred around January 19th, 2024. IRIS
Focus is shipped with a 20.x.x release for offline installs and are compatible up to the
24 .x.x release. Docker 25 does not appear to be an issue once IRIS Focus is setup and
running, but it appears to have a compatibility issue with some of the installation and
upgrade scripts. The Docker 25 incompatibility issue only appears to be at the time of
installation, upgrade or possibly if running a docker-compose command. There does
not appear to be an issue with upgrading to Docker 25 after IRIS Focus is setup and
working.

The rsw-almalinux-7.3-patch script was created to address both the AlmaLinux GPG
key and Docker 25 incompatibility issues. It does the following:
» Downloads and installs a new GPG key provided at the AlmaLinux website based on the
instructions provided in the AlmaLinux 8 GPG key change web page.
» Checks to see if the system is running Docker 25 or later and if so, downgrades it back
to Docker 20 provided in the offline repository included with the IRIS Focus release.
* Disables the docker-ce-stable repository to prevent the system upgrading to
Docker 25.0.0.
* Modifies the k8s/k8s-install.sh key so that it disables the docker-ce-stable
repository (in case it gets re-enabled) prior to installing or attempting to upgrade
Docker.

To apply the necessary fixes so you can use the ——online option when running rsw-
installer or rsw-upgrade, you will need to do the following:

b 1 Copy the rsw—almalinux-7.3-patch script to the release directory where the
rsw-installer and rsw-upgrade scripts are found.

2. Run the script with the ——app1ly option (you can run it without any options or use —--
help for command line help). This must be done prior to installing or upgrading IRIS
Focus.

chmod +x rsw-almalinux-7.3-patch
./rsw-almalinux-7.3.patch —-apply

The script will examine files on the system and should not report any error messages.
Once the script has run successfully, you should then be able to use the rsw-
installer or rsw-upgrade as with the ——online option.

2.4.3 rsw-upgrade fails when importing container images

It is possible to encounter an issue where the rsw-upgrade process fails after importing 3
or 4 container images.

When the error occurs, you will see something similar to the following in the upgrade log file
created in the /root directory indicating that the microk8s ctr 1image export
command failed to import a container image. The example output below shows that it failed
with an exit code of -15 when it got to the, cloud-11icensing-service container image,
but it could occur on any of the images (though it typically tends to be after at least 2 or 3
images have successfully loaded).

RESTRICTED 13
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[root@focus-main ~]# tail -20 rsw-upgrade-20240110-141130.log

Running system command: ['microk8s', 'ctr', 'dimage', 'import', '/srv/
Focus_install/installer73/deployment/release/k8s/images/cloud-licensing-
service.tar']

Results of running: ['microk8s', 'ctr', 'image', 'import', '/srv/Focus_install/
installer73/deployment/release/k8s/images/cloud-licensing-service.tar']

CompletedProcess(args=['microk8s', 'ctr', 'dimage', 'import', '/srv/
Focus_install/installer73/deployment/release/k8s/images/cloud-licensing-
service.tar'], returncode=-15, stdout=b'', stderr=b'')

Step failed: Failed to import all Kubernetes container images - see log
Skip, retry or fail step (skip/retry/fail)?

HHHHHAHHHHH A A AR HHH A AR HHH AR AR H AR HHH AR H B RS HEH AR R HHH S
# Upgrade FAILED. Log: /root/rsw-upgrade-20240110-141130.log

HHHHHAHHHHH A A AR HHH A A HHHH AR HHHHH AR R H B A HHH B AR HEH AR R HHH S
Removed automatically added radarsw repository: /etc/yum.repos.d/radarsw.repo
[root@focus-main ~]#

As a workaround, do the following prior to running the rsw-upgrade script:

P 1. Import the keycloak container by hand (the k8s/k8s-upgrade. sh script will skip
the import if it finds the correct version already loaded)

2. Make a change to the focus_k8s. py file found in the release directory to make
multiple attempts when a failure occurs with increasing “sleeps” between each
attempt.

3. Change to the release directory and preload the keycloak container image using the
following command:

microk8s ctr image import ./k8s/repo/focus-k8s/el8/k8s-images/quay.io_keycloak_keycloak-21.1.1.tar
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4. To make changes so that the import of other container images will be retried, you will
need to edit the focus_k8s. py file and add the following line near the top of the file
by the rest of the imports:

import time

5. Replace the import_image function definition with:

def import_image(self, image_path: str) -> subprocess.CompletedProcess:

show_start("Loading K8S image {} ".format(os.path.basename(image_path)), self.logger)

results = run_and_log(['microk8s', 'ctr', 'image', 'import', dimage_path], self.logger)
show_results(results.returncode == 0, self.logger)
if results.returncode == 0:

return results

time.sleep(3.0)

results = run_and_log(['microk8s', 'ctr', 'image', 'import', dimage_path], self.logger)
show_results(results.returncode == 0, self.logger)
if results.returncode == 0:

return results
time.sleep(10.0)
results = run_and_log(['microk8s', 'ctr', 'image', 'import', dimage_path], self.logger)
show_results(results.returncode == 0, self.logger)

return results

6. You will likely need “fail” out of any previous upgrade attempt and then run the rsw-
upgrade script again with the —-skip-version-check option similar to what is
shown below:

./rsw-upgrade --offline --skip-os-version-check --skip-version-check

2.4.4 The webapp fails to start after running rsw-upgrade

Additions related to alert engine performance issues require updates to the
application.yaml configuration file under the /etc/vaisala/radarsw/webapp
directory.

The changes to the configuration file cause the RPM package manager to rename the
existing configuration file to . romsave and install a new factory fresh configuration file.
The Kafka configuration set by the prior installation is lost (stored in the . rpmsave file)
when the package was upgraded. The webapp service is unable to connect to the Kafka
cluster using the factory default configuration instead of the randomized token set at initial
installation.

To fix this problem, do the following:

RESTRICTED 15
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conf=/etc/vaisala/radarsw/webapp/application.yaml

if [ -f "${conf}.rpmsave" ]; then
eval sed $(cat ${conf}.rpmsave | awk -- '

$1 == "bootstrap-servers:" {

pr-intf(ll -e Illlllls//\\\( *965\\).*$/\\l 9as/lllllllll’ $1’ $2);
}
$1 == "config:" {

$1 = llll;

printf(" -e '""'"'s/AM\\( xconfig:\\).*$/\\1 %s/'"'"'", $0);
1
'Y =i ${conf}

systemctl restart vaisala-radarsw-webapp
fi

M211904EN-T.3

1. Open the new configuration file (application. yaml) under the /etc/vaisala/
radarsw/webapp directory in a text editor.

. The bootstrap-servers and conf-ig settingsinapplication.yaml need to be
restored to the values found in the application. yaml. rpmsave file.

If you have a terminal open to the IRIS Focus 7.3.0 system and are logged in as the root
user, you should be able to copy and paste the following to apply the necessary

changes and restart the webapp (it uses awk to grab the original values and then apply
them to the new configuration file):

2.4.5 The Lightning Threat Zone containers are running on a

radar/lidar only system

The rsw-upgrade script fails to check whether the initial installation had the LTZ modules
loaded, which is common if the initial install did not include support for lightning. When the
upgrade runs, it will install the updated LTZ files, but it will also try to restart the related
containers regardless as to whether they were enabled and configured to begin with.

This does not cause any harm to the operation, but will result in unnecessary containers that
fail to start. You can use the k9s command to see if you have any of these containers on
your system. The containers will likely be in a bad state as they were not installed and
configured initially.
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P 1. Toremove these unnecessary Kubernetes and Docker containers, you can run the
following commands:

kubectl delete -f /etc/vaisala/focus/k8s/vaisala-focus-1tz.yaml
(cd /etc/vaisala/focus/docker/1ltz && docker-compose rm —--stop --force)

You do not need to reboot unless you want to verify that the containers do not come
back after reboot.

2.4.6 Fix for issue 10038: Postgres runs out of disk space

By default, Postgres generates and stores a large amount of WAL files. This can cause IRIS
Focus to run out of disk space. To fix this problem, follow these steps:

P 1 Loginasroot.

2. Gotofile /fetc/vaisala/focus/docker/db/docker-compose.yaml. Make a
backup of the file if you want to.
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3. Edit the file with your preferred editor and find the section for postgis that looks like
this:

postgis:
container_name: postgis
image: kartoza/postgis:12.1
restart: always
ports:
- "127.0.0.1:5432:5432"
- "::1:5432:5432"
- "${K8S_HOST_ACCESS_IP:-10.200.2.1}:5432:5432"
volumes:
- /srv/container/mnt/postgresql:/var/lib/postgresql/
healthcheck:
test: "exit 0"
environment:
POSTGRES_MULTIPLE_EXTENSIONS=postgis,hstore,postgis_topology,postgis_raster
- POSTGRES_TEMPLATE_EXTENSIONS="true"
- POSTGRES_USER="docker"
- POSTGRES_PASS="7jisLBDVi20eRTslensLE81nJ32AUAUaw"
- DEFAULT_ENCODING="UTF8"
— DEFAULT_COLLATION="en_US.UTF-8"
- DEFAULT_CTYPE="en_US.UTF-8"
networks:
- container_network

CAUTION! Make sure you only modify the postgis section! There are other
sections in this file that look similar.
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4. Modify the postgis section by adding two entries, WAL_LEVEL and ENTRA_CONF, in
the environment section as shown in the following example:

postgis:
container_name: postgis
image: kartoza/postgis:12.1
restart: always
ports:
- ""127.0.0.1:5432:5432"
- "::1:5432:5432"
- "${K8S_HOST_ACCESS_IP:-10.200.2.1}:5432:5432"
volumes:
- firepostgis:/var/lib/postgresql/
healthcheck:
test: "exit 0"
environment:
POSTGRES_MULTIPLE_EXTENSIONS=postgis,hstore,postgis_topology,postgis_raster
- POSTGRES_TEMPLATE_EXTENSIONS="true"
- POSTGRES_USER="docker"
- POSTGRES_PASS="docker"
- DEFAULT_ENCODING="UTF8"
- DEFAULT_COLLATION="en_US.UTF-8"
- DEFAULT_CTYPE="en_US.UTF-8"
- WAL_LEVEL=minimal
- EXTRA_CONF=max_wal_senders=0\nwal_keep_segments=5
networks:
- container_network

password from your /root/. pgpass file. Some upgrades may have this password
empty or missing. If the password does not match, use the password from

the . pgpass file for the docker user, and add it to the POSTGRES_PASS field, so
that it looks like the above entry.

0 Make sure the password in the POSTGRES_PASS field matches the docker user’s

5. Save the file.

6. Run the following command to stop and remove the postgis container:

docker-compose rm --stop --force postgis

7. Run the following command to redeploy the container with the new configuration:

docker-compose up -d postgis
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The new configuration only produces approximately five files in the /srv/
container/mnt/postgresql/12/main/pg_wal directory. Although the files still are
large, 1GB each, it will take much longer for them to fill up as the amount of data being
written to the WAL files is now greatly reduced.

For more information on Postgres, see https:/www.postgresql.org/docs/15/wal-intro.html
and https:/www.postgresql.org/docs/15/continuous-archiving.html.

2.5 Upgrading IRIS Focus to release 7.3

The following instructions explain how to upgrade from IRIS Focus 7.1 or 7.2 to IRIS Focus 7.3.

CAUTION! If you have an IRIS Focus version that is earlier than 7.1, you cannot migrate/
upgrade to 7.3. Also, if you have IRIS Focus 7.1 that is the result of migrating from an
earlier version, you will not be able to upgrade to 7.3. You need to make a totally new
installation of AlmaLinux OS and IRIS Focus software.

2.5.1 Running the upgrade

o To view installation command line options, run: . /rsw-upgrade -h

In the following instructions, x . x means the IRIS Focus major version and minor version
number.

1. Loginas root.
2. Backup the system configuration.

For instructions, see IRIS Focus Administrator Guide.
3. Insert the upgrade USB stick.

4. Copy the Focus_install directory to the AlmaLinux server:

mkdir /srv/Focus_dinstall
cp -r /run/media/root/IRIS_FOCUS/Focus_install/* /srv/Focus_install

5. Change tothe srv/Focus_install/installer directory, andjoin the . tar file
parts:

cd /srv/Focus_install/installer
cat IRIS_Focus_x_x_Installer_part_x >> IRIS_Focus_x_x_Installer.tar
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6. To make sure that the file is now correct, run the following two commands and check
that you get the same output:

md5sum IRIS_Focus_x_x_Installer.tar
cat IRIS_Focus_x_x_Installer.tar.md5

7. Extract the installation files into the default release directory:

tar -xvf IRIS_Focus_x_x_Installer.tar

8. Change to the directory created in the earlier step:

cd Vaisala-IRIS-Focus-v7.x.x

9. Run the upgrade script:

* Online upgrade:

./rsw-upgrade --online

» Offline upgrade:

./rsw-upgrade --offline

If you have a new license file, run the upgrade script online or offline by specifying
the location of the license file:
./rsw-upgrade --online|--offline --license LICENSE_FILE

To upgrade without checking the license, run the upgrade online or offline with the
following:

./rsw-upgrade --online|--offline --skip-license
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10. Verify the upgrade by running: rpm -qa | grep vaisala

Check that the rpm name is the correct version and patch number.

If you have a Total Lightning Processor (TLP) system that you will be connecting to your
IRIS Focus server, see connection instructions in M212545EN IRIS Focus Lightning
Administrator Guide.

After connecting the TLP system, add the focus-lightning role to each existing user
account that you want to have access to the lightning products.

You can ignore this if you already have a TLP system connected before the upgrade.

2.5.2 Updating user roles

After the upgrade, depending on your system, you may need to update the user roles for the
users.

If there are a lot of users in the system, you can easily update all the existing user accounts
with the following instructions:

« |f you have had only weather radars in the system, and you are now adding a lightning
network: Update all the existing user accounts that currently have the focus-radar role
to also have the focus-lightning role. Use this command (as root):

rsw-db-tool users-to-all-focus-roles

* If you only have a lightning network in the system: Give all the users the focus-
lightning role. Use this command (as root):

rsw-db-tool users-to-ltg-role

« |If you only have weather radars in the system: You should not need to manually update
roles. All focus users are automatically updated to focus-radar users by the upgrade
script. If this does not happen, run this command:

rsw-db-tool users-to-radar-role
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2.6 Installation and configuration
command options

Table 4 Installation command options

es

Option Description

--admin-password

Assign a non-default admin password

--admin-user Assign a non-default admin user
- --config-dir Configuration directory
-Cow The cors-origin-whitelist (-cow) switch

determines the value of the Access-Control-
Allow-0r1igin header. It must have the same value
as the root application URL. In the installation
command, <root application URL>
corresponds to the hostname. The default value is the
installation machine name.

0 If the hostname changes, you also
need to change the
security.cors.origin.whi

te'list parameter value in the

vsoweb-override. ini file,
and restart the application.

--deactivate-admin

Deactivate the admin account after running this
script. Not needed for standard installations.

-d --dry-run

List the steps that will be run (without running them)

-g --geoserver-config-url

GeoServer configuration endpoint (default: http:/
localhost:24180/geoserver)

-gis-db-dump Location of map files

-h or --help Show help information

--lightning Allow configuration for lightning provider

--no-prompt Fails (exits) on error without user confirmation

--offline Disable online AlmaLinux base repository and require
a local AlmaLinux base repository

--online Allow online AlmaLinux base repository

--pg-data-dir Use an alternative Postgres data directory location

--radar Allow configuration for radar provider

=S Socket server host

--skip-geoserver-installation

Do not install map server

--skip-geoserver-site-configuration
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Option Description

--skip-os-version-check Force the installation on a AlmaLinux version other
than directly supported

--skip-terrain Do not install terrain detail to the map server
--terrain-dir Location of terrain files

--tlp TLP_ADDRESS Address of the Total Lightning Processor
--Wms -w Basemap WMS address (default: /wms)
--broken-dns Only use this option if you network is unable to

resolve the name of your IRIS Focus system using DNS
and you can not use the =——fqdn FQDN option to
specify the correct name.

hostname --fqdn
(default: False)

--fgdn FQDN During installation, the fully qualified domain name of
the system is determined by using the hostname --
fgdn command. Use this option if your network is set
up so that hostname --fqdn returns the wrong
name and you know the correct FQDN.
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3. Backing up the data

3.1 Making a manual back-up

P 1. Logintothe serveras root.
2. Run: /fusr/vaisala/radarsw/backup/bin/do-backups

3. Check that new files are created in the following directories:

/srv/vaisala/radarsw/backup/configuration/radarsw-configuration-
<timestamp>.tar.gz

/srv/vaisala/radarsw/backup/database/radarsw-database-wx-<timestamp>.gz
/srv/vaisala/radarsw/backup/database/radarsw-database-vsp-<timestamp>.gz

/srv/vaisala/radarsw/backup/database/radarsw-database-keycloak-
<timestamp>.gz

Each backup file includes a timestamp in the format:

radarsw-configuration-2019-09-05T06-48-26.tar.gz

3.2 Restoring from backup

If you have lost your configuration files, you will need to restore them before you will be
able to restore databases. To restore your configuration files from backup, you can find a
recent configuration backup under the /srv/vaisala/radarsw/backup directory to
restore and then run the following command:

bd=/srv/vaisala/radarsw/backup/configuration
(cd / && tar xzf ${bd}/radarsw-
configuration-2019-10-12T07-54-50.tar.gz)
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1. Loginto the serveras root.

2. Stop the Monit service:

systemctl stop monit.service

3. Stop the IRIS Focus web application:

systemctl stop vaisala-radarsw-webapp.service

4. Stop all services which might access the database.

kubectl delete -f /etc/vaisala/focus/k8s/vaisala-focus.yaml

5. (Optional) Run the backup script:

/usr/vaisala/radarsw/backup/bin/do-backups

Database backups for the wx and vsp databases will be in /srv/vaisala/
radarsw/backup/database. Move a copy to a remote host if reinstalling or
otherwise reimaging the machine.

6. Drop the current database with the rsw-db-tool utility:

rsw-db-tool drop-db

7. Drop the current database with the rsw-vsp-db-tool utility:

rsw-vsp-db-tool drop-db

8. Drop the current keycloak database using the rsw-api-auth-tool:

rsw-api-auth-tool delete-db --no-prompt

9. Recreate an empty wx database:

rsw—-db-tool create-db
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10. Create an empty keycloak database:

rsw-api-auth-tool create-db

11. Recreate an empty vsp database:

rsw-vsp-db-tool create-db

12. Copy your database backup files back to the Focus server and restore the database
contents by reading the file contents into the standard output stream and inserting
them in the IRIS Focus databases:

ext=2019-10-12T07-54-50.gz

pre=radarsw-database

gzip -dc ${pre}-vsp-${ext} | psql -d vsp_vl -U vsp_user -h localhost

gzip -dc ${pre}-wx-${ext} | psql -d wxdb2 -U wxuser -h localhost

gzip -dc ${pre}-keycloak-${ext} | psql -d keycloak -U keycloak -h localhost

13. Restart services which might use database.

kubectl apply -f /etc/vaisala/focus/k8s/vaisala-focus.yaml

14. Start the IRIS Focus web application:

systemctl start vaisala-radarsw-webapp.service

15. Start the Monit service:

systemctl start monit.service
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4. IRIS Focus 7.2 release notes

41 Release notices

Vaisala is pleased to announce the release of IRIS Focus 7.2.

IRIS Focus supports current Microsoft Edge®, Mozilla Firefox®, and Google Chrome'"
browsers.

Upgrade to IRIS Focus 7.2

You can upgrade to IRIS Focus 7.2 from IRIS Focus 7.1. If you have an earlier version of IRIS
Focus, you must migrate from a previous version to IRIS Focus 7.1 before you can upgrade to
IRIS Focus 7.2. For upgrade instructions, see Upgrading IRIS Focus to release 7.3 (page 20).
For migration instructions, see.

0 You need to determine or set the fully qualified domain name (FQDN) of the IRIS Focus
server before installing the software. See chapter Verify or override the FQDN of your
server in IRIS Focus Administrator Guide.

If your internal network does not support DNS, you will need to include the -——broken-
dns command option when installing IRIS Focus.

If your internal network does support DNS, but the hostname --fqdn command does
not return the correct name for your IRIS Focus server, you will need to include the ==
fqdn FQDN command option where FQDN is the fully qualified domain name of your IRIS
Focus server.

Table 5 System requirements

AlmaLinux IRIS Analysis/IRIS Radar Total Lightning Processor (TLP)
IRIS Focus 7.2 requires AlmaLinux The radar data visualization The lightning data visualization
8.7. features of IRIS Focus 7.2 require features of IRIS Focus require TLP

IRIS Analysis/Radar 8.13.6 or later v. 1.2.7 on the same network.
on the same network.

Note that IRIS Analysis must not be
visible to the public Internet.

4.2 Updates and fixes

New features

* Turbulence product
This release introduces the new Turbulence product. Turbulence visualizes variance of
radial wind velocity over a defined period of time. The turbulence data is generated by
wind lidars using pointing scans.
Users can export Turbulence data in NetCDF file format. See Exporting NetCDF files
from lidar systems to IRIS Focus (page 31).
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* RTI (Range Time Indicator) product
The new RTI product visualizes raw data from weather radars and wind lidars. The RTI
product supports PPI scans and pointing scans.

Updates

* In the alert list that is opened by clicking the Alerts button, the alerts are marked with
the color that matches the severity of the alert. That is, info alerts are marked with blue,
warnings with yellow, and alarms with red color.

* To mark points on the map, users can now select either a pin or a + sign.

* The Alert history table no longer lists WARN alerts.

» Users with the administrator role can create global color scales (requires also a
focus role).

Fixes

» 7753: VIL alerts not triggered when multiple criteria are used.

* 9139: Data Manager fails if two rows are added to the tables with the same hash value.

» 9574: IRIS Focus creates task names from ingested lidar data using the user-defined
scan name in the lidar scan configuration. Lidar data previously ingested through IRIS
Analysis may have a different scan naming scheme, with the scan type and scan ID
(version of the configuration change in the lidar) separated by an underscore.

» 8801: In the Spanish Ul, there is a layout issue in the alert notification editor that causes
the last input field to disappear underneath the buttons.

» 8825: Place of interest: Alerts Enabled toggle doesn't persist.

4.5 Known issues

g For troubleshooting information, see /RIS Focus Administrator Guide (M211850EN).

* |RIS Focus WMS feature works with WMS version 1.1.1 servers. Older or newer versions
of WMS servers are not supported and may be incompatible.

» Currently, the alerting functionality is limited to single radar sites only. Alerts are not
generated for composite sites.

* 5660: The user interface uses UTC as the default timezone. If the user changes the
timezone in the Admin panel, the new timezone is not displayed in the web user
interface.

» 5704: Different radars in a composite can have the same task name but different
sweeps. The composite method uses the sweep ID so it assumes that all the tasks have
the same elevations.

* 6974: Two WMS layers with same layer name causes the application not to respond.
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* 9619: Changing turbulence pointing scan configuration does not automatically change
the task name, which may result in a turbulence calculation using several different
configurations. If you change lidar azimuth or elevation angle configuration, use a
different task name for different configurations to separate them from each other. For
example, name them RWY28_1 and RWY28_2. Failure to follow this convention may
cause the turbulence charts to not appear in IRIS Focus.

* 9624: An RTI chart may have a different minimum bin size resolution than a map
product displayed next to it in a Tiles view. Map products show bin sizes no smaller
than 250 m, while the RTI product will show what the sensor is configured to detect.
The 250 m minimum bin size resolution for map products may be more noticeable with
smaller-ranged sensors like radars.

« "Anonymous" entries in the user table can occur. User with the Administrator role
can safely remove these entries by logging them out.

4.4 Security notes

» CVE-2022-40735 and CVE-2002-20001
To address security issues CVE-2022-40735 and CVE-2002-20001, you can run the
CVE-2022-40735. sh script found under the security-scripts directory. The
script disables support for the out-dated Diffie-Hellman key exchange algorithms in the
SSH client and the SSHD server connections.
Run the following command from the release directory as the root user to apply this
security configuration change to IRIS Focus:

./security-scripts/CVE-2022-40735.sh

Once applied, you will be unable to establish SSH connections between IRIS Focus
and older systems that only support Diffie-Hellman algorithms.

45 Corrections and additions to the

documentation

» Corrections to chapters Verifying and joining files, Upgrading IRIS Focus 7.1 to IRIS
Focus 7.2, and Installing IRIS Focus from a USB stick in IRIS Focus Administrator Guide
(M211850EN):

Replace the tar filename IRIS_Focus_7_1_Installer. tar with the tar filename

IRIS _Focus_7_2_Installer. tar.
« Addition to chapters Verifying and joining files and Installing IRIS Focus from a USB
stick in IRIS Focus Administrator Guide (M211850EN):

While combining terrain file parts together, leave the map files in parts.
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» Addition to chapter Lidar product generation in IRIS Focus User Guide (M211849EN):.
IRIS Focus creates task names from ingested lidar data using the user-defined scan
name in the lidar scan configuration. Lidar data previously ingested through IRIS
Analysis may have a different scan naming scheme: the scan type and scan id (version
of the configuration change in the lidar) separated by an underscore.

» Addition to chapter Configuring Turbulence in IRIS Focus User Guide (M211849EN):

The Turbulence product shows a number of bars that are each Step size wide. The
actual time span displayed will be equal to or higher than the Display time span value,
so that only entire bars will be shown.

For example, a Display time span of 20 minutes with a Step size of 2 minutes will result
in 10 bars, and the actual time span shown will be 20 minutes. However, a Display time
span of 21 minutes with a Step size of 5 minutes will result in 5 bars, and the actual time
span shown will be 25 minutes.

* For information on exporting NetCDF files, see chapter Exporting NetCDF files from
lidar systems to IRIS Focus (page 31).

» For corrections to chapter Adding external map layers in IRIS Focus Administrator
Guide (M211850EN), see Adding external map layers (page 32).

4.5.1 Exporting NetCDF files from lidar systems to IRIS Focus
The following instructions show how to export NetCDF files from lidar systems to IRIS Focus.

The NetCDF files are created in the lidar system and delivered to IRIS Focus using the SFTP
file transfer protocol.

o Lidar volumes that contain multiple sweeps must be sent as a single NetCDF file.

4.5.1.1 Preparing IRIS Focus for transferring NetCDF files

The dminput user account was created during installation with the necessary settings for
transferring NetCDF files. The account is disabled by default.

To enable the dminput user account, set up a password. Log in as the root user and use the
following command:

su -
passwd dminput

4.5.1.2 Configuring the lidar system

For full instructions, see chapter Configuring the FTP in WindCube Scan software suite User
Manual (M212324EN).

P 1. Setthe IP address of your IRIS Focus system as the host name.
2. Set the user to dminput.

3. Set the password to match the dminput account password.
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4. Set the directory to /srv/pv/lidar-input-service.

4.5.2 Adding external map layers

You can import an external map layer, such as a shapefile, into Geoserver for IRIS Focus to
display on the map.

For information on adding WMS layers from external sources, see IRIS Focus Administrator
Guide (M211850EN).

1. Make sure you have a shapefile (. shp) available.

For an example resource with shapefiles available for download, see the WGS84
projection examples at:
https://osmdata.openstreetmap.de/data/coastlines.html

2. Use an scp client or similar application to copy the shapefile to a directory on the IRIS
Focus server such as /srv/container/mnt/geoserver/inspire.

3. Login to the server as root.
4. Openthefile: /fetc/vaisala/radarsw/configuration/gis-override. ini
5. Copy the geoserver.admin.password.
This password is autogenerated during installation.
6. Using a browser, login to IRIS Focus Geoserver at:

http://<IRIS_Focus_server_name>:24180/geoserver/web/
Login using the username adm1in and the password you copied earlier.

Depending on your own network configuration you may need to do this at the
server, over a remote console, or by using your local browser.

7. Add a new Store:
a. Select Stores > Add New Store.
b. Choose the data source:
Shapefile - ESRI(tm) Shapefiles (*.shp)
c. Select the following (the following list shows example values).

* Workspace: Vaisala

* Data Source Name: coastlines

» Description: leave blank

+ Shapefile location: browse to the shapefile
For example: \ files\lines.shp

d. Leave the other fields as default.

e. Select Save.
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8. Publish the layer:
a. Check that the New Layer menu opens.
b. If the New Layer menu does not open automatically, select Layers > Add New Layer.
c. Inthe Add layer from list, find the new layer.
d. Select Publish.

The Edit Layer menu shows the new layer name. For example,
vaisala:coastlines.

9. In the Edit Layer menu:
a. Leave all inputs as they are except:

* Name: coastlines

* Title: coastlines

» Coordinate Reference Systems > Declared SRS
» Select Find and search for 4326 (WSG 84).

b. To fill the bounding boxes, select Compute from data and Compute from native
bounds.

c. Select Save.
10. Select Layer Groups.

a. Select an existing layer group (for example, vai_full_en) and then select Add
Layer.

b. Find the new layer and add it.
The layer is now listed in the Layers table.

c. Select Save.
11. Login to IRIS Focus as user.
12. To confirm that the new layer is visible, select Map Features > Map Detail > Full Detail.
13. Open IRIS Focus Ul and login as administrator.
14. Go to Admin > Maps > Map layers > Add new layer:

a. Select the following:

* Title: coastlines

* URL: /wms

* Layer: vaisala: [layer_name]

» Select Find and search for 4326 (WSG 84).
+ Save

* Request as tiles: yes

15. Go to Admin > Maps > Map layers > Map view contexts and edit TheMap.
16. Enable the layer by selecting it.

a. Set Z level to something bigger than existing layers so that it would appear on top
of the other map layers.
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17. Go back to the application an reload the page.

4.6 Installation and configuration
command options

Table 6 Installation command options

Option Description

--admin-password

Assign a non-default admin password

--admin-user Assign a non-default admin user
-¢ --config-dir Configuration directory
-Cow The cors-origin-whitelist (-cow) switch

determines the value of the Access-Control-
Allow-0r-igin header. It must have the same value
as the root application URL. In the installation
command, <root application URL>
corresponds to the hostname. The default value is the
installation machine name.

If the hostname changes, you also
need to change the
security.cors.origin.whi
teldist parameter value in the

vsoweb-override. ini file,
and restart the application.

--deactivate-admin

Deactivate the admin account after running this
script. Not needed for standard installations.

-d --dry-run

List the steps that will be run (without running them)

-g --geoserver-config-url

GeoServer configuration endpoint (default: http://
localhost:24180/geoserver)

-gis-db-dump Location of map files

-h or --help Show help information

--lightning Allow configuration for lightning provider

--no-prompt Fails (exits) on error without user confirmation

--offline Disable online AlmaLinux base repository and require
a local AlmaLinux base repository

--online Allow online AlmaLinux base repository

--pg-data-dir Use an alternative Postgres data directory location

--radar Allow configuration for radar provider
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Option Description

-S Socket server host

--skip-geoserver-installation Do not install map server

--skip-geoserver-site-configuration

--skip-os-version-check Force the installation on a AlmaLinux version other
than directly supported

--skip-terrain Do not install terrain detail to the map server
--terrain-dir Location of terrain files

--tlp TLP_ADDRESS Address of the Total Lightning Processor
--Wms -w Basemap WMS address (default: /wms)
--broken-dns Only use this option if you network is unable to

resolve the name of your IRIS Focus system using DNS
and you can not use the ——fqdn FQDN option to
specify the correct name.

hostname --fqdn
(default: False)

--fgdn FQDN During installation, the fully qualified domain name of
the system is determined by using the hostname --
fqdn command. Use this option if your network is set
up so that hostname --fqdn returns the wrong
name and you know the correct FQDN.
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5. IRIS Focus 7.1 release notes

5.1 Release notices

Vaisala is pleased to announce the release of IRIS Focus 7.1.

IRIS Focus supports current Microsoft Edge®, Mozilla Firefox®, and Google Chrome'"
browsers.

Migration to IRIS Focus 7.1

You can migrate to IRIS Focus 7.1 from IRIS Focus 6.x releases. If you have an earlier version
of IRIS Focus, you must upgrade through previous versions to IRIS Focus 6.0 before you can
migrate to IRIS Focus 7.1. For migration instructions, see.

You need to determine or set the fully qualified domain name (FQDN) of the IRIS Focus
server before installing the software. See chapter Verify or override the FQDN of your
server in IRIS Focus Administrator Guide.

Table 7 System requirements

‘ AlmaLinux IRIS Analysis/IRIS Radar Total Lightning Processor (TLP)
IRIS Focus 7.1 requires AlmaLinux The radar data visualization The lightning data visualization
8.4. features of IRIS Focus 7.1 require features of IRIS Focus require TLP

IRIS Analysis/Radar 8.13.6 or later v. 1.2.7 on the same network.
on the same network.

Note that IRIS Analysis must not be
visible to the public Internet.

5.2 Updates and fixes

New features

* Lightning Threat Zone
This release introduces the new Lightning Threat Zone (LTZ) product. The user can see
a forecast of the progress of lightning zones, and see alerts when the Lightning Threat
Zone reaches critical areas.

o Storm Intensity
The Storm Intensity product layer is now available.
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* VHF support
IRIS Focus now supports viewing VHF (very high frequency) lightning data. This brings
performance improvements for the TimeSpan product:

* The use of WebGL has been introduced to improve both the rate and quantity of
lightning events that can be displayed on the screen.

* The client side cache has been increased to hold over 350,000 events.

The client side cache has been optimized to perform best when you use IRIS Focus
to view recent data keeping 350,000+ of the most recent events on hand. Due to
this optimization choice, you may notice a slight delay at initial login or when
transitioning from viewing old data back to "Now" time, as these events require the
cache to be initially loaded.

* A hard limit count of 25,000 events is imposed when viewing and updating real-
time data. This is to prevent your browser from crashing during high data rates while
viewing historical data. When viewing historical data with large time spans, the hard
limit is increased to 350,000+ events (client side cache). Note that it will take several
seconds for the browser to fetch and render 350,000+ events.

* When viewing "Now" data, an animated ring normally appears around each new
lightning event to help indicate where new lightning is occurring. This animation will
automatically be disabled when large amounts of data need to be plotted in real-
time. This saves system resources, allowing your browser to keep up with the data.

* Dark mode
IRIS Focus now features a dark mode option. Users can select the dark mode in the Map
Features panel. Administrators can also add custom dark layers; the software will
automatically request them when the dark mode is selected, if the layer name ends
with"_dark”

Updates

* Areas of interest with different alert severities are now highlighted in different colors
when alerts are triggered
When an alert is triggered in an area on interest, the area changes color: an area with
info severity turns blue, an area with warning severity turns yellow, and an area with
alarm severity turns red.

» More functionalities in the IRIS Focus Light view
More functionalities are now available for users in IRIS Focus Light view. For example,
users can see alerts on the map.

* Presets menu for the animation timeline
You can now view an animation for a preset time period by selecting the time pediod in
the Presets menu next to the timeline.

« Enabling/disabling clear notifications removed from the Admin view
In the Admin area, the Enable clear notifications checkboxes were removed. Clear
notifications are always enabled in the system. Users can select whether to receive
them or not.

Fixes

» 8798: BASE event uses height in the <>= comparison. The unit should be km, not dBz
as shown.
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5.3 Known issues

38

@ For troubleshooting information, see /RIS Focus Administrator Guide (M211850EN).

IRIS Focus WMS feature works with WMS version 1.1.1 servers. Older or newer versions
of WMS servers are not supported and may be incompatible.

Currently, the alerting functionality is limited to single radar sites only. Alerts are not
generated for composite sites.

5660: The user interface uses UTC as the default timezone. If the user changes the
timezone in the Admin panel, the new timezone is not displayed in the web user
interface.

5704: Different radars in a composite can have the same task name but different
sweeps. The composite method uses the sweep ID so it assumes that all the tasks have
the same elevations.

6974: Two WMS layers with same layer name causes the application not to respond.
8801: In the Spanish Ul, there is a layout issue in the alert notification editor that causes
the last input field to disappear underneath the buttons. As a workaround, temporarily
switch to the English Ul to edit the field.

8825: Place of interest: Alerts Enabled toggle doesn't persist. When configuring areas
of interest, the option 'Enable alerts for this place' may not show the correct state
(Enabled / Disabled). To verify the correct state, check whether the area of interest is
shown on the main map. If the toggle state is Disabled, the area is not shown.
"Anonymous" entries in the user table can occur.
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5.4 Corrections and additions to the
documentation

» Addition to the installation instructions:
Add 127.0.0.1 kafka.vaisala.-focus-external-servicesto /etc/
hosts.
Run the installer with this env var set:

export KAFKA_BIND_HOST=kafka.vaisala-focus—-external-services

Check that the IRIS Focus server has a DNS entry in your internal DNS server:

[ -x /usr/bin/host ] || dnf dinstall -y /usr/bin/host # make sure /usr/bin/
host is 1installed

FQDN="${FQDN:-$ (hostname --fqdn)}" # Get the fully qualified host name (or
let user specify via export FQDN=my.name.com

host -t a "$FQDN" # Verify user's LAN is set up to resolve their host name

Check that IPv6 is enabled:
ping -c 1 ::1

» Addition to the installation instructions:
If you receive a pre-installed server delivery from Vaisala, you need to set the fully

qualified domain name (FQDN) of IRIS Focus as it will be known on your network. For

example, if the final name is focus.customer.com, run the following command:

rsw-change-fqdn enable --fqdn focus.customer.com

+ Addition to chapter SSH connection for Data Manager in IRIS Focus Administrator Guide

(M211850EN): Do the following before the first step:

For an SSH connection between the IRIS Focus server and another server (for example,
IRIS Analysis server), use the EADSA (ed25519) scheme. If your server does not already

have a file called /root/.ssh/id_ed25519. pub, create it with the following
command:

ssh-keygen -t ed25519 -C "unique name to identify this key."
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» Correction to chapter Verify or override the FQDN of your server in IRIS Focus
Administrator Guide (M211850EN): There is an extra line {code:sh} in the second
command example. This line should not be included. The correct command is:

export HOST_FQDN=my-iris—-focus.company.com

5.5 Installation and configuration
command options

Table 8 Installation command options

Option Description

--admin-password Assign a non-default admin password
--admin-user Assign a non-default admin user

-c --config-dir Configuration directory

-CowW The cors-origin-whitelist (-cow) switch

determines the value of the Access-Control-
Allow-0r-igin header. It must have the same value
as the root application URL. In the installation
command, <root application URL>
corresponds to the hostname. The default value is the
installation machine name.

0 If the hostname changes, you also
need to change the
security.cors.origin.whi

te'list parameter value in the

vsoweb-override. ini file,
and restart the application.

--deactivate-admin Deactivate the admin account after running this
script. Not needed for standard installations.

-d --dry-run List the steps that will be run (without running them)

-g --geoserver-config-url GeoServer configuration endpoint (default: http://
localhost:24180/geoserver)

-gis-db-dump Location of map files

-h or --help Show help information

--lightning Allow configuration for lightning provider
--no-prompt Fails (exits) on error without user confirmation
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Option Description

--offline Disable online AlmaLinux base repository and require
a local AlmaLinux base repository

--online Allow online AlmaLinux base repository

--pg-data-dir Use an alternative Postgres data directory location

--radar Allow configuration for radar provider

-s Socket server host

--skip-geoserver-installation

Do not install map server

--skip-geoserver-site-configuration

--skip-os-version-check

Force the installation on a AlmaLinux version other
than directly supported

--skip-terrain

Do not install terrain detail to the map server

--terrain-dir

Location of terrain files

--tlp TLP_ADDRESS

Address of the Total Lightning Processor

--wms -w

Basemap WMS address (default: /wms)

--broken-dns

Only use this option if you network is unable to
resolve the name of your IRIS Focus system using DNS
and you can not use the =—fqdn FQDN option to
specify the correct name.

hostname --fqdn
(default: False)

--fgdn FQDN

During installation, the fully qualified domain name of
the system is determined by using the hostname --
fgdn command. Use this option if your network is set
up so that hostname --fqdn returns the wrong
name and you know the correct FQDN.
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Technical support

supportmg information as applicable:
Product name, model, and serial number
+ Software/Firmware version
* Name and location of the installation site
* Name and contact information of a technical person who can provide further
information on the problem

Q Contact Vaisala technical support at helpdesk@vaisala.com. Provide at least the following

For more information, see www.vaisala.com/support.

Warranty

For standard warranty terms and conditions, see www.vaisala.com/warranty.

Please observe that any such warranty may not be valid in case of damage due to normal wear and tear,
exceptional operating conditions, negligent handling or installation, or unauthorized modifications. Please
see the applicable supply contract or Conditions of Sale for details of the warranty for each product.

Recycling

7% ﬁ Recycle all applicable material according to local regulations.

<
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